NHdopmMaumMoHHas naMaTKa ana obyuarowmxcsa ans
pasMelieHnss Ha opmuManbHbIX MHTEPHET-pecypcax

C kKaxabiM rogoM MoONOAEXW B UWHTEPHETE CTAaHOBUTLCH
6onblle, a WKOAbHUKN OAHN N3 CaMbIX aKTUBHbIX NOSib30BaTeNeMn
PyHeTa. Mexay  Tem, MOMMMO  OFPOMHOI0 Ko/mn4decTBa
BO3MOXHOCTEN, WHTEepHEeT HeceT U npobnemMmbl. IJTa MaMsaATKa
AOJ/HKHA noModb Tebe 6e30nacHO HaXoaAUTbCS B CETMU.

KoMnbloTepHble BUPYCbI

KoMnbloTEpHbIM BUPYC - 3TO PasHOBUAHOCTb KOMMbHOTEPHbIX
nporpamMMm, OTANYUTENIbHOW OCOBEHHOCTbIO KOTOpPOW SBASIETCH
CNOCOBHOCTb K pa3MHOXeHuto. B aononHeHune K 3TOMY, BUPYChI
MOryT MNOBpeAuTb WM MNOJSIHOCTbIO YHUYTOXUTb BCe dannbl W
AaHHble, MOAKOHTPOJIbHbIE MOJIb30BaTEN, OT WMMEHU KOTOPOro
6bls1a 3anylleHa 3apa)keHHasa nporpaMma, a TakXXe noBpeanTb UK
AaXe YHUYTOXUTb OMNepauuoHHYI0 CUCTeMy CO BcemMun danniamm B
uesoM. B 60MbWKMHCTBE C/ydaeB pPacrnpoCTPaHATCA BUPYCHI
yepes UHTEepHeT.

MeToabl 3aWNTbl OT BPEAOHOCHbIX MPOrpaMm:

1. MWcnonb3ym COBpPEMEHHble OnepaunoHHble  CUCTEMbI,
nMeruwme Ccepbe3Hblii YypOBEeHb 3aluuTbl OT BPEAOHOCHbIX
nporpamMm;

2. [oCTOSAHHO YycTaHaenuBan nadtTn (UMdpoBble 3aniaTky,
KOTOpble aBTOMAaTU4YeCKU YCTaHaBAMBAKOTCS C Uenblo A0paboTku
nporpamMmbl) ” apyrue o6bHOBNEeHUA cBoen onepaunoHHOMn
cuctembl. CkaumBam UX TONBbKO C oduuUMaAnbHOro cauTa
paspabotunka OC. Ecnm cywecTByeT pexuM aBTOMaTM4yecKoro
0bHOB/IEHUNS, BK/OUYN €ro;

3. Pabotam Ha cBOeM KOMMbKTEpe nNno4 nNpaBaMu
nonb3oBaTens,, a He aAMUHUCTpaTopa. ITO He NO3BOMUT
60NbLIMHCTBY BpPEAOHOCHbIX MNpPOrpaMM MHCTANNMPOBATbLCS Ha
TBOEM MepCcOHaNIbHOM KOMMbOTEpPE;

4. WNcnonb3ym aHTUBUPYCHbIE MNpOrpamMMHble NPOAYKTbI
M3BECTHbIX Mpou3BOoAgUTENEN, C aBTOMATU4YeCKMM O6HOBNEHMEM
6as;

5. OrpaHuyb @U3MYECKNUn [OCTYyn K KOMMbKOTEpPY ANs
NOCTOPOHHUX NnL,;

6. Mcnonb3yn BHEWHWE HOCUTENU MHBOpMaUMK, Takue Kak
dnewka, auck nnn dann U3 UHTEpPHETa, TONIbKO U3 NPOBEPEHHbIX
NCTOYHUNKOB;



7. He oTKkpblBah KOMMNblOTEpPHble dannbl, MNOAY4YEeHHble Wn3
HEeHaAeXHbIX MCTOYHMKOB. [axe Te dannbl, KOTOopble Npucnan
TBOW 3HAKOMbIN. Jlydwle yTOYHWN Yy Hero, oTrnpasnsan n oH tebe mx.

Cetn WI-FI

Wi-Fi - 2TO He Buag nepenayun AaHHbIX, HE TEXHONIOMUA, @ BCero
nmwb 6bpeHa, Mapka. Ewe B 1991 roay HuaepnaHackass KOMNaHus
3apermcrpmpoBana 6penHa "WECA", 4yTo o603Ha4vano
cnosocoyeTtaHne "Wireless Fidelity", koTopbil nepeBoaAuUTCS Kak
"6ecnpoBogHast TOYHOCTL'.

[lo Hawero BpeMeHu powsia gpyras abbpesuaTypa, KoTopas
ABMSETCA TaKOM Xe TexHonormen. IT0 abbpesumatypa "Wi-Fi".
Takoe HasBaHue 6bIN0 AaHO C HaMEeKOM Ha CTaHAapT BbICLUEN
3BYKOBOM TexHUKM Hi-Fi, 4To B nepeBoae oO3HayaeT "BbICOKas
TOYHOCTbL".

[a, 6ecnnaTtHblM WHTEPHET-AO0CTYN B Kade, oTenax wu
asponoptax SBNSETCA OT/IMYHOM BO3MOXHOCTbK BbiXOoAa B
MHTEepHeT. HO MHoOrme asKkcnepTbl CYMTAKOT, 4YTO 06WEAOCTYMNHbIE
Wi-Fi ceTn He aBnsatoTca 6e30nacHbIMU.

CoseTbl Mo 6e3onacHocTn paboTbl B 06LWWEAOCTYMHbIX CeTAX
Wi-fi:

1. He nepepaBan CBOKW JIMYHYKO WHGOpMaUUo 4Yepes
obwepoctynHble Wi-Fi cetn. PaboTtass B HWUX, XenaTeslbHO He
BBOAWTb Maposau AO0CTyna, NOrMHbl U KaKne-To HoMepa;

2. Wcnonb3yn wn 06HOBNAN aHTUBUPYCHbIE MNpPOrpaMmbl W
6bpaHaMayep. Tem cambiM Tbl obe3onacumuwb cebs OT 3aKauku
BMpPYCa Ha TBOE YCTPOMUCTBO;

3. lMpn wucnonb3oBaHmn Wi-Fi oTknaoum dyHkumio "O6wmnn
aAoctyn Kk dannam mn npuHTepam". [aHHasa (yHKUMS 3aKpbiTa Mo
YMOJSTHaHUIO, OAHAKO HEKOTOopble MNOo/b30BaTe/IM aKTUBUPYIOT ee
Ans ynobcrea ncnosb3oBaHusa B pabote nnun yuebe;

4. He wucnonb3yn nybnuuHbin WI-FI ana nepegadn nNUYHbIX
AAaHHbIX, HanNpuMep ANa BbiIXxoAa B cCouManbHble CETU WU B
3/IEKTPOHHYIO MOYTY;

5. Ncnonb3yn ToNbKO 3aluLLEeHHOe coeanHeHne yepes HTTPS,
a He HTTP, T.e. npu Habope Beb-agpeca BBoan nMeHHo "https://";

6. B MobunbHOM TenedoHe oTkAUn pyHKUMIo "lloakntoyeHne
K Wi-Fi aBToMatTnyeckn". He pgonyckam aBTOMaTM4eCcKOro
NoAKNO4YEeHNS YCTponcTBa K cetaM Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn



CoumnanbHble CeTU aKTUBHO BXOAST B Hally »XWU3Hb, MHOrue
noan pabotaloT M XKMBYT TaM MOCTOSAHHO, a B Facebook yxe
3aperncTpupoBaH Muaanapa YenoBek, 4TO SBNSeTCaS OAHOM
ceaAbMOM BCeEX XuTenenm nnaHeTtbl. MHornme nonb3oBaTenn He
NOHMMAKT, YTO MHOpPMaUKUS, pa3MeleHHass UMU B COLManbHbIX
ceTsax, MoXeT 6bITb HanAeHa M MUCNoNb30BaHa KeEM YrogHo, B TOM
ymncne He obazatenbHO ¢ 61arMMmM HaMepeHUsIMU.

OcHoBHble coBeTbl N0 6€30MacHOCTN B COLMANIbHbIX CETAX:

1. OrpaHnyb cnmcok gpyseun. Y T1ebs B ApYy3bsiX He LOJSIKHO
ObITb CNy4yanHbIX N HE3HAKOMbIX JIOAEN;

2. 3awumuianm CBOK YaCTHYH XMU3Hb. He ykasbiBan naposu,
TenedoHbl, agpeca, AaTy TBOEro poOXAeHUS U APYryr JINYHYIO
MHdopMaunto. 310YMbIWIEHHUKN MOrMYT MWCMOAb30BaTb AaXe
MHdopMaUUd O TOM, KakK Tbl M TBOW poAUTENMN NNAHUPYETE
NPOBECTU KaHUKYNbI;

3. 3awuwan CcBOK penyTaumi - LEepPXU ee B YUCTOTE WU
3agaBan cebe Bonpoc: xoTtes 6bl Tbl, YUTOObLI Apyrve nosnb3oBaTesnu
BUAENW, 4YTO Tbl 3arpyxaewsb? [logymMan, npexae 4Yem 4yTo-TO
onybnunkoBaTb, HanNucaTb U 3arpy3uvTb;

4. Ecnn Tbl roBOpullb C NHOAbMMU, KOTOPbIX HE 3Haellb, He
NCNONIb3YN CBOE peasibHoe MMS U APYryk JINYHYO MHMOpMaUnn:
NMS, MECTO XUTEeNbCTBa, MecTo yuyebbl u npoyee;

5. N3beranm pasmeweHus dotorpacduin B NHTEpHeTe, rae Tbl
n3obpaxeH Ha MeCTHOCTM, MO KOTOPOM MOXHO onpeaennTb TBOE
MeCTOMNOJSIOXEHNE;

6. [lpun peructpauMm B CcCoUMaANbHOM CeTU HeobxoanMo
MCNONIb30BaTb C/IOXHbIE MApPOSIN, COCTOosIWME M3 BYKB M UUDP U C
KOJINYECTBOM 3HAKOB He MeHee 8;

7. Ona couuanbHOM CeTU, TMOoYTbl W ApPYrnxX CanUToB
Heobxo0AMMO UCNONb30BaTb Ppa3Hble naponu. Toraa ecnm Tebs
B3/IOMAlOT, TO 3M0YMbIWIEHHUKM MOAy4YaT AOCTYyn TONbKO K
OAHOMY MecCTy, a He BO BCe cpa3y.

ONEeKTPOHHbIE AAeHbI'N

DNEeKTPOHHbIE AeHbrn - 3TO o4YeHb YA0b6HbIN cnocob nnaTtexen,
OAHAKO CYLUEeCTBYIOT MOLUEHHWKWU, KOTOpble XOTAT MNOAy4YuTb 3TU
AEHbIN.

DNEeKTPOHHblE AEeHbIM MOSBUIMCb COBCEM HefaBHO UM MMEHHO
M3-3a 3TOr0 BO MHOMMX rocygapcreax A0 CUX MOP He MponMcaHo
NpO HUX B 3aKOHaXx.



B Poccnmn xe OHM (PYHKUMOHUPYIOT M O HUX YXEe MPONMUCAHO B
3aKOHe, rae ux pasfensioT Ha HEeCKOSIbKO BUMAOB - aHOHUMHbIE U
He aHOHWMHble. PasHMUa B TOM, 4YTO AHOHWMHbLIE - 3TO Te, B
KOTOPbIX pa3pellaeTcs npoBoAuUTb ornepaunn 6e3 naeHtTmpukaymm
NoNb30BaTeNs, a B HEAHOHUMHbIX MAeHTUdMKaLMs Nonb3oBaTens
apnseTca oba3aTenbHON.

Takxe cnepgyer pasfinyaTb 3/1eKTPOHHblIe (uaTHble AeHbrn
(paBHbl roCcyaapCTBEHHbLIM BastoTaM) U 3/1E€KTPOHHbIE HedUuaTHble
AeHbry (He paBHbl rOCYAapCTBEHHbLIM BasitoTaMm).

OcHoBHble coBeTbl Mo 6e3onacHon paboTe C 3NEKTPOHHbLIMU
AeHbramMu:

1. lMpuBsaxnm K cyeTy MobUNbHbIN TenedoH. 3TO CcaMbln
yOOOHbIN U 6bICTPbIN CrOCO6 BOCCTAHOBUTb AOCTYN K CYeTy.
MpuBA3aHHbIN  TenedoOH MOMOXET, ecnm 3abygewb CBOM
NNaTeXHbIMW Maposib WM 3anfellb Ha CcauT C He3HaKoMOoro
YCTPOMNCTBA;

2. Wcnonb3yn opHopasoBble naponu. [locne nepexoga Ha
YCUNEHHYO aBTopm3aunto Tebe yxe He byaeT yrpoxaTb 0NacHOCTb
KpaXXun unm nepexsaTta naaTeXXHoro rnapons;

3. Bbibepn cnoxHbi naponb. NpectynHukam 6yaet He npocTo
yragatb C/I0XHbIX Mnaponb. HagexHble naponuM - 3TO Naponu,
KOTOpble coaep>XaT He MeHee 8 3HAKOB M BK/O4YaKT B cebs
CTPOYHbIE WU NpPOMUCHble BYKBbI, UMPPbI N HECKOIbKO CMMBOJIOB,
Takme Kak 3HaK gonnapa, yHTa, BOCKAMUATENbHbIA 3HAK U T.M.
Hanpumep, $tRONng!;;

4, He BBOAM CBOM JIMYHbIE AaHHble HA CanMTaxX, KOTOPbIM He
noBepseLlb.

DNeKTpOHHasA nouyTa

DNEeKTPOHHas noyrta - 3TO TEXHO0MMS U NpeaocTaBasieMbie el
yCNyru nNo nepecbiike U MOAYYEHUIO 3SNEKTPOHHbIX CO0bLEeHUH,
KOTOpble pacnpenensioTca B KoMnbtoTepHoM ceTtu. O6blYHO
3NIEKTPOHHbIA MOYTOBbIN SAWMK BbIFNSAUT cneayowmm obpasom:
MMSA_MOoNb30BaTeNs@unMaA_aoMeHa. Takxe  KpoMmMe nepejayu
NPOCTOro TeKCTa, UMeeTCHd BO3MOXHOCTb nepeaasaTb (anbl.

OcHoBHble coBeTbl No 6e3onacHon paboTe C 31EeKTPOHHOW
NOYTON:

1. Hago BblbpaTb NpaBubHbIKA MOYTOBbLIA cepBuCc. B
MHTEPHETE €eCTb OrpoMHbIM BblbOp 6ecnnaTHbIX MOYTOBbIX
CEpBMCOB, OAHAKO Ny4lle A[0BepATb TEM, KOro 3Haewb WU KTO
NnepBbi B PENTUHTE;



2. He ykasbiBal B JIMYHOW MoYTE JIMYHYKO WHOpMaUUto.
Hanpumep, nydwe BbibpaTb "My3blKanbHblM_(aHaT@" wnu
"pok2013" BMecTO "Temal3";

3. Ncnonb3yn ABYyX3TanHy aBTopu3aumio. TO Koraa noMMMo
napons HY>XHO BBOAUTb KoA, NpucbliaeMoln no SMS;

4. Bbibepn cnoxHbi naponb. [Ns KaXaoro NoYTOBOro SAWMKa
AO0JKEH OblTb CBOM HAAEXHbIN, YCTOMUYMBbBIN K B3/IOMY Maposib;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CaMOMYy CBOW JIMYHbIN
BOMPOC, UCMOJIb3YMN 3TY BO3MOXHOCTb;

6. Ncnonb3ynW HECKOSIbKO MNOYTOBbIX SAWWMKOB. [lepBbl AN
4aCTHOM Nepennuckn C agpecatamm, KOTOPbIM Tbl AOBepsAellb. DTO
3/IEKTPOHHbIN agpec He HaAo MUCMOosb30BaTb NMPU perncrpaumm Ha
dopymax n cantax;

7. He oTkpbiBan dannbl U Apyrme BJOXKEHUA B NUCbMax, Aaxe
€CnIM OHW NpUWwau OT TBOUX Apy3en. Jlydwe YyTOYHU Y HUX,
OTNpPaBASAaN NN OHU Tebe 3Tn dhannsol;

8. lMocne okoH4yaHuWs paboTbl Ha MNOYTOBOM CepBUCE nepen
3aKpbIiTUEeM BKNaAKN C CaUTOM He 3abyab HaxkxaTb Ha "Bbintn".

Kn6ep6ynnuHr nnm BupTyasibHOe u3feBaTesibCTBO

KnbepbynnuHr - npecnegosaHve coobueHumnsmn,
coaepxalunmu ockopbneHus, arpeccutio, 3anyrmeaHue;
XY/IUFraHCTBO;  coumanbHoe  60OMKOTUMpPOBaAHME C  MNOMOLWbIO
pas3/INYHbIX MHTEPHET-CEepPBUCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ kKNbepbynanHrom:

1. He 6pocanca B 60on. Jlyqywmn cnocob: nocoBeToBaTbCA Kak
cebs BeCTM W, ecnm HeT TOro, K KOMYy MOXHO 06paTuTbCs, TO
BHavane YCMOKOUTbLCA. Ecnu Thbl HayHeLlb oTBeYaTb
ockopbneHnsmMm Ha ockopbneHuss, TO TOAbKO ewe 6onblie
pa3oXxxXelwb KOHPIUKT;

2. Ynpasnanm ceoen knbeppenyrtaumen;

3. AHOHMMHOCTb B ceTu MHuUMas. CyLlecTBYHOT Crnocobobl
BbISICHUTb, KTO CTOUT 3@ @aHOHUMHbIM aKKAQyHTOM;

4., He CTOUT BECTU XYJIMFAHCKUN 06pa3 BMUPTYanbHOM XU3HMN.
NWHTepHeT duKkcnpyetr BCe TBOU AOEUCTBUS WU COXPAHSAET WUX.
Yoanutb nx éynet KpanHe 3aTpyaHUTENbBHO;

5. Cobntogan cBoo BUPTYyanbHY YeCTb CMOJIOAY;

6. NrHopupyw eANHNYHbIN HeraTms. OaHopa3soBble
ockopbutenbHble coobuweHns nydwe urHopuposaTb. O6bIYHO
arpeccus npekpalwaeTcsi Ha HayasbHOM CTaauu;

7. baH arpeccopa. B nporpamMmMax obmeHa MrHOBEHHbIMU



coobuweHnsmMm, B  COUMaNbHbIX CEeTAX €eCTb BO3MOXHOCTb
610KMPOBKK OTNPaBKM COOBLLEHNIN C onpeaenieHHbIX aApecoB;

8. Ecnn Tbl cBuaetenb kubepbynnumHra. TBOM [eNCTBUSA:
BbICTYNUTb MPOTUB nNpecnenoBaTtens, MNokasaTb €My, 4TOo ero
AEenNCTBUSA OLUEHMBAKTCA HEeraTUBHO, NoAAep>XKaTb XepTBY, KOTOPOM
HY>XHa Mcmxonornyeckas nNomolb, COObWMTbL B3POC/bIM O (dakTe
arpeccmMBHOrro noBeaeHuns B CeTu.

Mo6unbHbIN TenecpoH

CoBpeMeHHble CMapTdOHbl M MNaHWETbl coaepxaT B cebe
BMOSIHE  B3POC/bIi  (yHKUMOHAN, W Tenepb OHWU  MOryT
KOHKYpUpOBaTb CO CTauUMOHAapHbIMM KOMMbloTepamMu. OpHako,
CpeAcTB 3aWuTbl AN MOAOGHbLIX YCTPOWCTB MOKa O4YeHb Ma’so.
TecTMpoBaHME M MOUCK YA3BUMOCTEN B HUX MPOUCXOAUT HE TakK
MHTEHCMBHO, Kak ans MK, To e caMoe KacaeTcs U MOBMUJIbHbIX

NPUNOXEHUN.
CoBpeMeHHble MObunbHble 6pay3epbl yXe MNpakKTUYecKu
AOrHanu HaCTOJIbHblE aHanoru, 0AHakKo paclwmpeHue

dyHKUMOHaNa BnedyeTt 3a cobon 60nblUYO CNOXHOCTb U MEHbLUYIO
3alUMLEHHOCTb.

[laneko He BCe nNpou3BOAUTENM BbINyCKaloT OOHOBAEHUS,
3aKpbiBaOLWMNE KpUTUYECKME YA3BUMOCTU A1 CBOUX YCTPOWCTB.

OcHoBHble coBeTbl AN 6ezonacHOCTU MObUNbHOro TenedoHa:

Hnyero He 4gBnsgeTca no-Hactoswemy 6ecnnatHbiM. byab
OCTOpPOXEH, BeAb korga Tebe npeanaratoT 6ecnnaTHbIN KOHTEHT, B
HEeM MOryT 6bITb CKPbITbl KAKMe-To njaTHble YCAYri;

Ayman, npexae yem oTnpasutb SMS, ¢oTo unm Bmaeo. Thl
TOYHO 3Haelb, rae oHn 6yayT B KOHEYHOM utore?

Heobxoanmo O6HOBNATHL OMEPALMOHHYKD CUCTEMY TBOEro
cMapTdoHa;

Ncnonb3yn aHTUBUPYCHbIE MNporpamMMmbl A8  MOOUNIbHbIX
TenedoHoB;

He 3arpy>xait NnpunoXeHnsa oT HEM3BECTHOro UCTOYHMKA, BeAb
OHM MOTYT coAepXaTb BpeAOHOCHOE NporpaMMHoe obecrneyeHue;

Mocne TOoro Kak Tbl BblAewb C CanTa, rae BBOAUM JINUHYIO
nHdopMaLunto, 3anam B HAaCTpoMKK bpaysepa n yaanum cookies;

Mepnoanyecku npoBepsn, Kakue nnaTHble ycnyru
aKTMBUPOBAHbl HA TBOEM HOMepe;

[Jasann cBon HoOMep MobunbHOro TenedoHa TOJIbKO NOASAM,
KOTOPbIX Tbl 3HAaEWb N KOMY AOBepsielb;

Bluetooth pomkeH ©6biTb BbIKJOYEH, Koraa Tbl WM HeEe



nonb3yewbcd. He 3abbiBat nHoOrga nNpoeepsitb 3TO.
Online urpsbi

CoBpeMeHHble OHJTANH-UTPBbI - 3TO KpacoO4Hble,
3axBaTblBalolMe pasBiiedeHns, obbeanHAWME COTHU TbICAY
yenoBek No BceMy Mupy. Urpoku wmuccnenyrT AaHHbIA UM MUp,
obwatoTca Apyr C APYrOM, BbIMNOMAHAKT 3a4aHus, CcpaXakTca C
MOHCTPaMM W MOJsiy4yalT OnbIT. 3a YyAOBOJLCTBME OHW MNIATHAT:
NOKYMakwT AUCK, onnadyuBaloT aboHeMeHT wnm npuobpeTatoT
Kakne-To onuuu.

Bce 3T cpeacrtea nayT Ha nogaeprkaHue n pasBuTtue Urpbl, a
TakXXe Ha caMy 6e30MacHOCTb: COBEPLUEHCTBYHOTCS CUCTEMBI
aBTOpu3aLUnmn, BbIMYCKAOTCA HOBble mMaTyu (UMdpoBble 3ansaTku
AN NporpaMM), 3aKpblBalOTCs YS3BMMOCTU CEpPBEPOB.

B nopobHbIX wurpax CTOMT onacaTbCAd He CTO/IbKO CBOUX
COMEPHUKOB, CKOJIbKO Kpaxu TBOEro napofs, Ha KOTOpOM
OCHOBaHa cucTeMa aBTopusaumm 60NbLUNMHCTBA Urp.

OcHoBHble coBeTbl NO 6e30MacHOCTM TBOEro WrpoBoro
aKKayHTa:

1. Echn gpyron murpok Bepet cebs naoxo unm cospaet Tebe
HEeNpUATHOCTK, 3ab1OKNUPYN ero B CUCKE UIPOKOB;

2. Moxanyncsa agMUHUCTpaToOpaM Urpbl Ha MNJOXoe rnoBeaeHune
3TOr0 UrpokKa, XenaTeNbHO NPUNOXUTb KakKmMe-To AOoKa3aTesbCTBa
B BUAE CKPUHOB;

3. He yka3sblBan IMYHYIO MHpOpMaLUo B nNpodanne nrpol;

4, YBaxan Apyrnx y4aCTHMKOB NO Urpe;

5. He yctaHaBnmnBamn HeoduuUManbHblie NaTyn U MOAbI;

6. MIcnonb3yn CNOXHble N pa3Hble Naponu;

7. [Jaxxe BO BpeMs Urpbl He CTOUT OTKNOYATb aHTUBUPYC. oka
Tbl UTPaelwb, TBOWM KOMMNbIOTEP MOryT 3apa3unTb.

OULLINHI UM KpaX<a JINYHbIX AaHHbIX

Ob6bI4HOW KpaXxken AeHer U AOKYMEHTOB CeroAHsl yXe HWUKOro
He  yAMBULb, HO C  pa3BUTUEM MHTEPHET-TEXHOIOMNI
3/10YMbILWIEHHUKN NepeMecTUIMCb B WMHTEPHET, U NpOoAOSIXKaKT
3aHuMaTbca "nobumbiM" genom.

Tak nosiBMiacb HoBasl yrpo3a: MHTEPHEeT-MOLEHHUYeCcTBa Uan
GUWKWHI, rnaBHas Uelb KOTOPOro COCTOUT B MNOAYy4YeHUn
KOHpUAEHUMANbHbIX AaHHbIX No/b30BaTenem - JIOTUMHOB U
naponen. Ha aHrnnnckoM sasbike phishing untaetca kKak GUWKUHE



(ot fishing - pblbHas noens, password - Naposnb).

OcHoBHble coBeTbl Mo 6opbbe ¢ GUWNHIOM:

1. Cneagn 3a cBOMM akKayHTOM. Ecnun Tbl nogo3peBaellb, 4TO
TBOS aHKeTa 6blsla B3/10MaHa, To HeobxoamMo 3abnoknpoBaTb ee n
coobwnTb agMMHUCTpaTopaM pecypca 06 3TOM Kak MOXHO CKopee;

2. Wcnonb3ym 6e3onacHble Beb6-CanWTbl, B TOM 4ucCne,
WHTEPHET-MarasmHOB U NMOUCKOBbIX CUCTEM;

3. cnonb3yn CnoXHble U pas3Hble naponun. Takum obpasoM,
ecnn Tebs B3/0MalOT, TO 3/0YMbIWIEHHUKM Noay4vYaT A0CTyn
TOJ/IbKO K O4HOMY TBOEMY NpPOodu/Ito B CETU, @ HE KO BCEM;

4. Ecnn Teba B3noManu, To HeobxoaMMO nNpeaynpeanTb BcCeX
CBOMX 3HAKOMbIX, KOTopble aobaBneHbl y Tebs B APYy3bsX, O TOM,
yTo Tebss B3/7OManNM U, BO3MOXHO, OT TBOEro WMeHu Oyaer
paccblaTbCs CMaM M CCbIIKN Ha (PULLMHIOBbLIE CalThl;

5. YcraHoBu HapexHbin naponb (PIN) Ha MOOBWAbHBLIN
TenedoH;

6. OTKIIOUM cOXpaHeHue napons B bpay3epe;

7. He oTkpbiBan annbl U gpyrne BroXeHUa B NUCbMax, Aaxe
ec/in OHM NpUWIN OT TBOMX Apy3en. Jlydwe YTOYHW Y HUX,
OTMPaBnAInN NN OHWU Tebe aTn annsol.

LindppoBas penytaumsa

LUndposasa penyTtaumss - 3TO HeraTMBHas WM MO3UTUBHas
nHpopmaumna B cetn o Tebe. Komnpometupyowas nHdbopMaums,
pasMeleHHas B MHTEpPHeTe, MOXeT cepbe3HbiM 06pa3oM
OTpa3nTbCA Ha TBOEW peanbHOM XU3HW. "Lndposasa penytaumsa" -
3TO TBOM UMUAX, KOTOPbIN popMupyeTcs U3 nHgpopmaumm o tebe B
NHTEepHeTe.

TBOE MeCcTo XuTenbCTBa, Yydyebbl, TBOE (UHAHCOBOE
nonoxeHme, ocobeHHOCTN XapaKTepa U pacckasbl 0 6AM3KNX - BCe
3TO HaKanJMBaeTCs B CETW.

MHoOrnme noAapoCTKM NErkOMbICIEHHO OTHOCATCA K nybnukauum
MYHON WHpopMaumm B WHTEpHeTe, He MNOHUMAst BO3MOXHbIX
nocneacTemMn. Tbl Aa)Xe He CMOXelWb AoragatbCd O TOM, 4TO
doTorpacdusa, pasMmeweHHas 5 net Hasaa, ctana NPMUYNMHOM OTKa3a
NpuUHATL Teba Ha paboTy.

KoMMmeHTapumn, pasMeweHne TBOUX doTorpadmmn wn gpyrue
AENCTBMSA MOMyT He WCYe3HYTb Aaxe nocne Toro, Kak Tbl WX
yaanuwb. Tbl He 3HaewWwb, KTO COXpaHun 3Ty WHdopMauuto,
nonana /M OHa B MOMUCKOBbIE CUCTEMblI M COXpaHWIacCb NI OHa, a
rnaBHoe: 4TO nogymarT o Tebe oKkpyxawowme nan, KoTopble



HanayT U yBuAAT 3TO. Hantm wmnHdopMaumo MHOro sieT CnycTs
CMOXeT nwbon - kKak u3 [obpbix nobyxaeHUn, Tak U C
HaMepeHMeM NPUUYUHUTD Bpea. DTO MOXET ObITb KTO YrogHo.

OcCHOBHble cOoBeTbl NO 3aWmTe UMPPOBOU penyTaunu:

1. NMoagyman, npexae 4em 4To-To NybnmkoBaTb U NepeaasaTb Y
cebs B 6nore nnm B coumanbHOM CETH;

2. B HacTtponkax npodpunsa YyCTaHOBM OrpaHUYEHUs Ha
NpOCMOTPp TBOEro npoduns U ero coaepXxXumoro, caenam ero
Tonbko "ans apysen”;

3. He pa3mMewan u He ykasblBan uHPOpMaLUIO, KOTOpas
MOXeT KOoro-nbo ockopbnaTb nnm obuxarb.

ABTOpCKOe npaBo

CoBpeMeHHble  LWKOJMbHWUKM - aKTUBHble MNOJib30BaTeNMn
umdppoBoro npocrpaHcTea. OAHAKO paneko He BCe 3HAalT, 4To
NOSIb30BaHWE MHOMMMM BO3MOXHOCTSAMU LUPPOBOro Mupa Tpebyer
cobntogeHnsa npaB Ha MHTEIeKTYyasibHYHO COOCTBEHHOCTb.

TepMnH "mHTennektyanbHass COOCTBEHHOCTb" OTHOCUTCA K
pa3/iIMYHbIM TBOPEHUSIM Yesl0BEeYeCKOro yMa, HaudumHasi C HOBbIX
n3obpeteHnm ©n 3HaKoB, o0603HaYawOWMX COBCTBEHHOCTb Ha
NPOAYKTbl W YCAYrM, W 3aKaHuMBas KHuUramu, doTtorpadpusamu,
KUHOUIBbMaMN U My3blKalbHbIMU NPOU3BEAEHUSMMN.

ABTOpCKME nNpaBa - 3TO MpaBa Ha WHTENNEKTYaNbHYIO
COBCTBEHHOCTb Ha MpPOU3BEAEHUS  HAYyKW, nuTepaTtypbl W
MCKYCCTBa. ABTOPCKME MNpaBa BbICTYMalT B KayecTBe rapaHTuu
TOro, YTO MHTENNEeKTYyalbHbIN/TBOPYECKUA Tpya aBTopa He byaer
HanpacHbIM, AacT eMy chnpaBen/iMBble BO3MOXHOCTM 3apaboTaTb
Ha pe3yfnbTaTax CcBoOero TpyAa, nMoJlyYnTb W3BECTHOCTb WU
npusHaHme. HukTo 6€3 pa3speweHnsa aBTopa He MOXeT
BOCMPOM3BOAUTb €ro npomssBeneHne, pacnpocTpaHsaTb, Ny6nYHO
AEMOHCTpUpoBaTb, MNpoAaBaTb, WMNOPTUPOBATb, MyckaTb B
npokaT, NybAMYHO MCNONHATb, MNOKa3bliBaTb/UCNONHATL B 3dupe
nnu pasMmeLwaTtb B MHTepHeTe.

Ncnonb3oBaHne "nupaTtckoro" nporpaMMHOro obecneyeHus
MOXET MPMBECTU K MHOMMM pUCKaM: OT MOTepU AaHHbIX K TBOUM
aKKayHTaMm Ao 6/710KMpOBKM TBOEro YCTPOMCTBA, rae yCTaHoBJieHa
HeneranbHas nporpamMMa. He cTouT Takxe 3abbiBaTb, 4TO
CYLLeCTBYIT neranbHble W 6ecnnaTtHble MNporpaMmbl, KOTOpble
MOXXHO HamTu B CETMW.

O nopTtane



CeTeBUYOK.pd - TBOW rNaBHbIKM COBETUYMK B CETU. 34eCb Thl
MOXeLlb y3HaTb 0 6€30MacHOCTU B CETU MOHATHLIM U AOCTYMHbIM
S13bIKOM, @ Tnpu  BO3HUKHOBEHUM KPUTUYECKOM CUTyauumn
06paTUTbCS 3a COBETOM. A TaKXe NPUHSATb ydyacTme B KOHKYpCax U
CTaTb CaMbIM UMD POBLIM rpa>kagaHNUHOM!



